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Guardium Data Protection
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Get started on Data Protection
with Guardium

View Best Practices User Interface Search O\
% 0,0 Q:) @ Q,

Manage Assets Discover and Classify Assess Vulnerabilities Monitor Data Access Advanced Analytics
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5 1} Z & 2R 8- Monitor, Analyze, and Respond
Guardium Data Protection
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Available as virtual images

Deployment Options

On premises, or in cloud - AWS Marketplace,
Central Manager Azure, Google Cloud, IBM Cloud, OCI (BYOL)

ST WIRENEREEEBNER LD

Centralize visibility and control across
hybrid multi-cloud environments

Google IBM
“¢8s58g AWS Azure S8y
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Guardium Data
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Discover Sensitive Data

Discovery Scenarios

Om ©

Copy [2022-08-04-08:51:47] of PCI [template] (PCI
[template]) (Relational)

Filter

Copy [2022-10-27-14:28:14] of PIl [template] (PII
[template]) (Relational)

Copy [2023-01-31-17:26:31] of PCI [template] (Copy
[2023-01-31-17:20:28] of PCI [template]) (Relational)

GDPR (GDPR) (Relational)
GDPR [template] (GDPR [template])
GDPR Document (GDPR) (Document)

GDPR for Db2 for z/OS [template] (GDPR for Db2
for z/OS [template])

Guardium Demo (PCI [template]) (Relational)
PCI [template] (PCI [template])

PCI Demo (PCI [template]) (Relational)

PII [template] (Pl [template])

Smart Assistant GDPR scenario (Smart Assistant
GDPR scenario 2022-10-11 14:44:25) (Relational)

Smart Assistant PCI scenario (Smart Assistant PCI
scenario 2022-05-04 16:26:08) (Relational)

Smart Assistant PIl scenario (Smart Assistant PlI
scenario 2022-04-21 15:54:05) (Relational)

Details for: GDPR

Language

Classification Rule Templates

O Name and description

Q What to discover

Predefined

Hj] uj] = u] = =] =

Template Category

Personal Identifier

Personal Identifier

Personal Identifier

Personal Identifier

Personal Identifier

Personal Identifier

Next

0 Where to search

LR ERFKEIEEN L LITERE

Discovery is scheduled and active

Schedule by Day - Selectdays = Every Day
Repeat

Schedule tasks to run more than once each day.

[] Repeat every 1 ~ hours

[] within each hour, run every (2) 1 ~ minutes

* Start schedule at 12200AM @

Begin schedule  4/19/2022 Ui 8:41AM o

Activate schedule Uncheck this option to suspend the schedule.

Auto run dependent jobs

Select this option to enable automatically run dependent jobs

All Languages

-

N

GDPR

Define classification rules for relational database discovery

Selected Classification Rules

O /' m@® OInN

Filter

Template Pattern Scope Order Search Name
Type

Brazil: Cadastro de Pessoas Fisicas b
(CPF)
Brazil: Cadastro Nacional de D ! Catalog  affiliation
Pessoas Juridicas (CNPJ) @

D 2 Catalog  age
Brazil: Registro Geral (RG)
Spain: Documento Nacional de Spain [] 3 Catalog  criminal
Identidad

D 4 Catalog  conviction
Spain: Nimero de Identidad de Spain
Extranjero

D 5 Catalog  arrest
Spain: Namero de ldentificacion Spain
Fiscal - -~

6 Datasources

Filter

Continu
e On
Match

- @
v @
v @
v @
v @

Expand

Collapse o

Scope

Expand
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Compliance Monitoring

F— LT EEREIE (Policy)
BRSNS REBE R —F—EP R ENFEES
Y E2BP U EEVERMTHE - EEEMET TR

RSB E 778 (Separation of Duties)
BBIFERGEANRIBEERNEE  EE5ELEHE
EHERESEERERD  ARERBESEHN
TEIEB S EEVIRIE - BREZACHBEFEEE
ZHENHEREZF

BHE{ES AR AHMFE (Automation)
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J} q: ﬁ: Known databases Configured databases
— 11 2

Databases Applications Compliance summa ry Application Summary

Set up compliance monitoring

Help meet compliance standards by quickly installing
policies, populating groups, and running reports for
monitoring database activity.

"

Payment Card Industry Data Security Standard (PCI) Y 4

-9- Scanning for sensitive data Datasource credentials

Last scan: 2023-05-01 00:00:51
Matches found: None

9 Monitoring enabled
Traffic last captured: 2023-01-03 00:11:49

Sensitive objects
Applications (Client IP)

Users

Updated: 2022-11-04 12:16:07 View details

PRERELFTHIZ B 5] EZ R

PCI CCPA GDPR Unconfigured databases
General Data Protection Regulation (GDPR) /\ California Consumer Privacy Act (CCPA) /\
Scanning for sensitive data 0 Monitoring enabled
Last scan: 2023-04-30 10:30:44 Traffic last captured: 2023-01-03 00:11:49
Matches found: 488 Sensitive abjects
Monitoring enabled Applications (Client IP)

Traffic last captured: 2023-01-03 00:11:49
Users
Sensitive objects

Applications (Client IP)

Users

Updated: 2022-10-11 14:44:31 View details Updated: 2022-08-05 12:44:37 View details

/2R ERIE BT TS
BRI BN EEETE -



T

B RV B N F PR 1

B EEEREIUEE AR REGRER

BE—HANERIEE (Centralize Visibility)
RmEREIN - A - BB ENESHERE—FEFE
FETHE—ETENEIRIZE AN - BIRINERGERART

e s A E R E AR F EVZE S (Access Control)
ERBARRIEERE - DIEBER -« ot » MEMEBSESARLK
RENERFEI - WESSEHEIEZES - GIE0rE LE
(Block) 14w #E (Redaction) °

FHEMNZ E K IRE (Enforcement)
EERPHFEANTEREEENZZER  BEERMNER
EEFIEERBETRBATEHSN T T E2KRNELE -

Enterprise Data

—

Data Consumers

HR Manager
Authorize to access
employee names and SSN

Name SSN
David 123-99-1234

Robert 668-12-9534

Data Scientist

Name SSN

Authorize to access

David XXXXXXXXX

Robert  XXXXXXXXX MEITES Ol
Name SN 3" Party
David XXXXX2195 Authorize to access last 4 of
Robert ~ XXXXX9003 SSN only

(BRI = I IE & G50 17 B B S AR A B E 7Y -
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FE)TLAIELE 94T (Active Threat Analytics)
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Outlier Mining Threat Diagnostics Threat Finder

SROIAEBTHNRTERE SHWEANBERNERTS SHERBRERLEZEIRS

IBM Security

Risky Users Spotter

o Risk Spotter is running
Guardium can automatically d

while taking into account system resources and DB loads

Policy is not istalled

Configure v

3 ©0

Create audit process

Create correlation alert
Export Risky uses to PDF
Export all Rsky users toCSV

Investigate rs k users

Overall users risk over time

Aver s3e Lot £

T ____5_/— Risky users Ezars |
v,.-ﬂ""’L\'//_,. R

Average n Highest risk users Scanning users
7 8 240 i=¥al
User risk details
Risky & !

DB User: Amela Edwards
Database: Hadoop_AS1
Server: 230.434.23.11

. Risk tactor sk actor vahoe weight

Overall Risk:
8.6/10

e O 0o 0 0
-

View Report >

View Risky Users Group

(
O, Today v
irst tracked
201712413 Actions
2018-01-02 Actions
2017-02-19 Actions
2018-01-02 Actions

2018-10-23 Actions

J# Par 5 0 & Risk Spotter

First of its kind technology
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Connections seen or evaluated

=7\

Trusded comnmpcisnng Unbrusioed commnecipns Ewalunabed conrpcions.
Iil Fitor
L] Trust Timaestamp Chiant IP Source program DB namae
. 2021 -08-07 955 246 152 POSTGRESOL CLIENT GUARDIL_ A

0300050 PR O RUANR

£

4\

>
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Trust scores assigned

100

Parcant of connaclions
o
F=

00-10 >10-20

D8 user

PuRrIm_ G [ Supssd used)

Sarver IF

B.55.224 173

>20-30 >30-40

Harvice nama

Session T88597000000124T02
Timastamp  2021-08-07 03:00:05.0

Trust score contributors
Machine learning score («1)
5100 Security incident score (5)
Incadant
. Password sent using vulnerabie encryption mithod
Details

Seusedn 9,55 146 152 A68660003C-000ed 55 224 171 5432, MOl S6<ufe CONMSCIION Miisde by wiif
GUARDIUM_OA (SUPER USER), program POSTGRESCOL CLIENT PROGRAM from clent 955,246,152

Connection  9.55.248.152 / POSTGRESQL CLIENT PROGRAM /| GUARDIUM_QA | guardium_ga (super user) / 9,585,224 173 /

IBM Security

>40-50 =50-60

Resson

P et At prilafy)
wulren bln encrypilion
o

+Pansword senl uiing
widirugsra bl encryplbion
i

*Fairwnrd sent usng
wuiirgsta by encrypbon
el

+Paspword sent usng
wuingsra bl encrypbon
o o]

Risky Users Spotter

Last updated 18 June, 2018 st 129 PNV

° Risk Spotter is running

025 A B O v

E3 0
Create audit process

Create correlation alert

Guardium can automatically decide which users to track, and maintain tracking the most risky users,
while taking into account system resources and DB loads

Export Risky uses to PDF

Policy is not istalied Export sll Rsky users toCSV
Configure v Investigate rs k users
Overall users risk over time iew Repart >

PIRU—— Risky vanes Acthlty Report Mew Risky Users Group

Risky users Exors Report
Rizky users Violstions Report ,.;—'—'—'-/\/

T ond ey

Average risk Highest risk users Scanning users
7 8 | 2A0. £ 0
User risk details

Risky & 0 DB User: Amelia Edwards
Database: Hadoop_AS1

Server: 230.434.23.11 O, Today v
’ Risk factor sk act0r vahue weight
— Overall Risk: SR ) Outliors First tracked
8.6/10 Vioiatons
. ML v 2017-12-13 Actions
o S 2018-01-02 Actions
Nthers e
(=] " 2017-02-19 Actions
Nt work » Yy
. | ' 2018-01-02 Actions
N 2018-10-23  Actions

J# Par 5 0 & Risk Spotter

First of its kind technology
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Secure business innovation with robust

data security capabilities e
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Hybrid cloud adoptiorg
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Maximize return of your current IAM investments
while filling the gaps in your Identity Fabric

- B3 H&k (Directory)
e 5532 (Governance)
- FEERZ (IAM)

o FFREETFEX
(Privileged Access)

o {EIGFEF R EE
(Legacy Apps)

Delinea

SsAvivnT

2 Microsoft

{/:
4 SqilPoint ForgeRock'

CYBERARK

80%

R SRR

NEXE5

=
BRSE

[

77

=
CH
I

Ay LAY A 7K

12



5 {3 4k 48 (1dentity Fabric)

” BABESNRETE
(Orchestrate & Integration) e
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(Consolidation)
9 HRBG I SR | |

(Risk-based authentication) f}% — — [g — @_ = @4_’ Ja s0C

Amazon Modern
Q BV R S0 R pyepe— a
(Strength Legacy Apps) E

9 RERIE S A A B A AT

Governance)

@ 4h 2 i F S IR S )
(Privileged User)

(7 eSSt <

(Identity Posture)

Microsoft New Modern
Azure Apps

On Legacy
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IDENTITY

A

Modern identity security solutions and
protection strategies
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Fabric
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IBM Security Guardium Data Protection (GDP)

Ny r&& (Protection) > HECRATA Bt BB REIIERTEH
S0 75 KB £:38 (Compliance) > (AR EREE ST BURR AR T S
1. AHRRVARR BE AR e . . .
5 | 2. Efef% (Native Auditin y
B[SO 27001 - A.9.4.4 BEFERUEVE R (S A 1E O, = Kg)ﬁﬁé%i%féﬁggﬁﬁ% 10% %] 12% ?%Jjéggh‘c%pu
A8 L8 TGS O AL S ST s mrmmEmwsm IBM $H51E% Andy
A.9.1.2 [ EFFL BT EY
a2 150 27001:252%@ o - PRLOVEREFTIRHER HE3% AR R REIRSE T LGB
A - IR T AR - R AT DU TR R
A.8.11 Data masking (&1} ), B e — B
. H/«:.//—\»x: 5 5;: SIZM —_—
e oy Prevention (ML) - R A A B S R BB %
EAERREE

=R N iy S A Aope : % et - \% _‘://_:’;‘,: ) i %:‘zg‘z‘/l\a = [ gE
ZOEE LWL - LSO TR SR IR ARG AR R R A

A R LB EIZIER - WA ZRER, ISMSTHRBRER
BET I3 RE IR AT B (& 0 =
FrERIE IR AT BB 2 AE e - s s 2 ey | B G I

~
o @ o0 = C%\)ﬁ %

| |
B REMHANEN  ADIM SRR DEONAR  meospel e
AEBRFOMENER  Mainframe files Cloud data stores BRiARIAN S RUBRHER

B e GRS - e T R y
B IEERIINA, - FEEGRFI(SQL Statement), S8R HIl(Returned Data), T esmw cEmw @ uiena @ sveaming |
FEFAI (SQL Error / Login Fail) RIREER £ (RIEZ#)  Connector APIs

B ERECRERR - KEBEMEREREER, (FHUHEL BB 1) {Logibasca)

B RAERERE - EEEREEEEA

ISAC REIEEE —%—[BRFEEX (EEHIR : BIH#&E ~2025/03/131f- )
IBM Guardium &R EE L&k A (1 database) FiE (7K A FXHE)

A& 1BM Guardium professional service —=
*  IBM Guardium T HZ4E

. IBM Collector F &R H L TFE

¢ GuardiumZAHBIIHE—H







