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Key Use Cases Key Use Cases Key Use Cases
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Exploit Techniques
Detected

111.78bn

Noral Trend Analysis by Country

Malware Distribution Botnet Activity
Detected Detected

913.13M 2.79bn

Total Threats
Detected

970.31bn

Malicious Activity Distribution by Country

Country Name

oo CEmEERNRERNESE—  DERATNEDRIER
o Thailand 12bn (1.25%) ©:54%) | 400bn (41 92%} ERIE . BeER2ERA3E  HEFEFRKEAESHEUWN:
S 22 @318 N ' 1. 2023/10/23 ZHENEHEERBERTEE22EBYH A
olndi 30bn 100bn 2. 2024/02/14 ElE A F—RAVABAANEE

ndia (4.14%)
@ Korea 58bn
® China (6.1%)

@ United Arab Emirates

@ Australia

® Kuwait

® Malaysia 115bn

® Hong Kong (12.05%)
Viet Nam

® Saudi Arabia 20bn

200bn (21.02%) -

® Qatar

Obn O

- January February March April May June July August  September October November December
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Total Threats
Detected

399.7bn

Exploit Techniques
Detected

6.12bn

Malicious Activity by Quarter

BMiE14BRNE
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o

Malware Distribution
Detected

167.08M

Cyber Kill Chain Model

Botnet Activity
Detected

219.52M

Andromeda
Qtr1 117.3bn Growth Year % Doul;lteJPulsar
Qtr 2 107.5bn over Year w Crime as a :
s Web Vulns
Qtr3 107.4bn 7 43% DarkWeb % g 'oT- MIRAI
- 142M 30M
Obn 50bn 100bn Command &
. N Weapon|zat|°n Explmtatlon Control
Behavioral Trend Analysis by Month \ / \ / \ /
®2023 2022 BMEE R TR 9 )
Reconnaissance Delivery Installation [e] ACFIOI‘I.OI‘I
55.9bn Objectives
48.7bn 47.9bn
436bn 43 0bn 42.8bn 43.1bn
36.8bn
ZTM/\y % 7o Drive by Trojans Denial of Service
31.6bn 29.4b 29.4bi @ Download @\ & Detected
ho.7b " " 27.8bn Active Scans 12M 137M 97bn
o 19.5|m1 a5 1485 19.0bn Detected
b n
o P B | 2 i e
o oS 3 e e & J
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Al/ML BB DTHEESE, & MITRE ATT&CK BRIER, FAREHESRINEEMERIARRS

oS @ GEn MRS A EEER  BORTEE  SOWB  WEEER = 08 RGEE @ A a o

NhaTEEL
FortiGate/FortiNDR

Tactics: £ v TR, ?giﬁ VNC Eﬁﬁﬂﬁﬁﬁi .

BB & I= List - I @ ST dent Explorer v S15E Status: Bl v 'O ISRIEE: Last 2 Hoursy @~

B Reconnaissance Egﬁ%g Eéﬂ% e EPSI(.:i:IIialiigOen 232‘:?:: Cr::::stsial Discovery Mlc;\al'::r::Lt Collection Con-lcr::?ill\nd Exfiltration Impact

w2k12r2-ad . ‘ . 3 °® ® . .

aba ® 2 6 ) @ o 3 @ 1 1

FDC-Decoy-WIN7 . . .

WIN10-Loco . . .

211.141.78.56 1 1 1 1

195.211.29.229 3

www.abcd.z2.dcal.com .

www.xyz.z1.dca0.com .

294 270 177 44

Initial Access Incig 1/1 2

e -me-« VNC from Internet i i 0 211.141.78.56 192.168.68.74 |= :mummpe
- Jul 02 2023;03TZT S0 PM With Drerent Accounts ..  Persistence,Privilege Escalation,Defense Evasion,Initial... COMmpuater: =107y TaDA RCLIVE Open
- Jul 02 2023, 03:21:00 PM VNC from Internet Persistence,Lateral Movement,Command And Control,l... , .. W211.141.78.56 192.168.68.74 Active Open

Copyright ® 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637
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Al/ML BB DHHEESE, & MITRE ATT&CK SRIER, FBREHESRINEEMERIARRE

IWoS VAGIS

oS @ el R A SR

= T{F O AEE e A a &
4= sr=
MITEE
B &S0 i= List - I [ 5 HT L 2222 45 fi Forti E DR {E;ﬂugu*um S 15 Status: Bl v 'O ISRIEE: Last 2 Hoursy @~
Tactics: 43~ .. Powershell 172 71 10

RBITBIEEN i pef Credential Lateral Command And

- . " | efense redentia . atera . ommand An . .

S Reconnaissance Initial Accé oy APt Evasion Access Discovery Movement Collection Control Exfiltration Impact
w2k12r2-ad °® . 3 °® ® . .
lafir @ 2 3 2 o o 3 o 1 1

FDC-Decoy-WIN7

WIN10-Loco

211.141.78.56

1 1 1 1

195.211.29.229 3

www.abcd.z2.dcal.com .

www.xyz.z1.dca0.com .

771 270 172 44 Backdoor Found

Execution Incidents f| 1/1 [
B R 1 - o i User: admin Process Name: powershell.exe EERLRE AR
s FortiEDR-Security-Malicious-Logged - - -
EGE st oz 2023, 0 Active Open
Signature Id: 23098
- Jul 02 2023, 03:21:00 PM FortiEDR-Security-Malicious-Logged Execution,Defense Evasion b .. 192.168.68.74 User: admin Process Name: powershell.exe Active Open
- Jul 02 2023, 03:21:00 PM FortiEDR-Security-Malicious-Logged Execution,Defense Evasion A .. 192.168.68.74 User: admin Process Name: net1.exe Active Open
- Jul 02 2023, 03:21:00 PM FortiEDR-Security-Malicious-Logged Execution,Defense Evasion A .. 192.168.68.74 User: admin Process Name: net.exe Active Open
Copyright ® 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637
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oS @ ERE W RS M AEER  EORDEE  SCOMDB WEEE = IF 06 A%EE @ A a &
B &% i= List « I Efs S L EZ 5 & UEBA MITRE ATT&CK® IT: Incident Explorer » S15E — —_—— Status: ELEF v D [ f5aE: Last 2 Hours v ®~
RERIR
Tactics: £ » TG, .. H 11 10
acties: - FortiDeceptor &f&
- . .
B Reconnaissance Initial Access Execution Persistence Ei::l‘aliigoen 232‘:?:: Cr::::stsla Hgﬁﬁﬁﬂ (DeCOY) ﬁiﬁ ection Con-lcr::?ill\nd Exfiltration Impact

wakizr2-ad ° ) ° @ s Port Scan 175 ° ° - ®
2 6 y) [ ) . 3

laba 1

FDC-Decoy-WIN7

WIN10-Loco

211.141.78.56

195.211.29.229

www.abcd.z2.dcal.com

www.xyz.z1.dca0.com .

774 7270 177 A4

Dcovery haident= o} FortiDeceptor Port Scan 192.168.210.10 192.168.210.101 LA
L — i = = T SERRE | BRI

il

[EBR 02 2023, 04:23:30 PM FortiDeceptor Port Scan Discovery,Reconnaissance b ) 192.168.210.10 192.168.210.101 Active Open

Copyright ® 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637
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@ HEE BT O AATER 0 WORCEE  SCMDB M EERE = T 0 ANEE e A - &

e

BB &% = List v 2 @feath W RS & UEBA MITRE ATT&CK® IT: Incident Explorer v S E-

*ﬁlﬁ]*gi’] \ D [4F#EE: Last 2 Hoursy @

Lttt L FortiDeceptor *B%Hﬁﬁ i e
a K
Privil Def Credential P J A
B Reconnaissance Initial Access Execution Persistence Esg:l‘aiigoen Esat:?:: rscf:ssla i ¢ QE (Decoy) ﬁiﬁ RCE ,E Exfiltration Impact
b =

w222 ad ° ) o o - iEFIA (MS RDP T120) - 2

laba @ 2 6 2 o ’ 3

FDC-Decoy-WIN7 . . .

WIN10-Loco o o .

Lateral Movement Incidents for FDC-Decoy-WIN7: @ 1/1 4
BERE - me—xmd e TYRITWILRD 192.168.210.101 STHYRE | BAEERE
FortiDeceptor IPS Attack -... R Destination TCP/UDP ...: 3389
ER 0z 2023, 05 nent Active Open
Uestilialtion 1CF/UUr 137
[EESR 02 2023, 05:12:00 PM FortiDeceptor IPS Attack -.. Lateral Movement 192.168.210.10 ;Z‘J::;?;:‘;?;/UDP 3389 Active Open
ESR 02 2023, 05:12:00 PM FortiDeceptor IPS Attack -.. Lateral Movement 192.168.210.10 gzz:::ﬁ:;(c);/unp a5 Active Open
SR ot 0z 2023, 05:12:00 PM FortiDeceptor IPS Attack -.. Lateral Movement 192.168.210.10 gzz:::ﬁ:;(c);/unp s Active Open
Tri . - = —=, S} . . . v
"¢l FortiDeceptor IPS Attack -.. [#@®#i D@xstsl remote_access: MS.Windows.RDP.Channel.MS_T120.Remote.Code.Execution...

Event Reterre=Tme T ReporTg P Source IP Destination IP :I'a’/UDPqPort Description JRIG SR {4 EC 8%
Jul 02 2023, 04:55:12 PM  FortiDeceptor IPS attack  10.216.20.100 192.168.210.10  192.168.210.101 3389

remote_access: MS.Windows.RDP.Channel.MS_T120.Remote.Code.Execution... <25>2023-06-29T12:51:03Z FDCVMSTM21000075 device=FortiDecep...

Copyright ® 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637
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Al/ML BB DTHEESE, & MITRE ATT&CK BRIER, FAREHESRINEEMERIARRS

oS @wan  WEmon  AGEEK  ErTTE Sows  wamm = % s floaarediNe @ A a &
e FortiSIEM #¢{3BRESH

B &S0 i= List » 2 @& i Ll S22 53 iy & UEBA MITRE ATT&CK® IT: Incident Explorer = 158 - Status: v 9Dp - Last 2 H - ®~
el ~ e (S HIE R IR e

Tactics: £ v B ER?%‘EBEE%EE!EBE i e

Command And
Control

Lateral
Movement

Privilege Defense
Escalation Evasion

w2k12r2-ad °® . ‘ . 3 °® ® . .

laba 2 6 2 . . 3

B Reconnaissance Initial Access Execution Persistence Discovery Collection Exfiltration Impact

1 1

FDC-Decoy-WIN7

WIN10-Loco

211.141.78.56
195.211.29.229 3
www.abcd.z2.dcal.com .

www.xyz.z1.dca0.com .

224 2720 172

W2K12R2-AD

192.168.100.100

mates .| Brute Force Host Login Success Credential Access 192.168.68.74 e Lk
Gl User: Administrator

Credentid

W2K12R2-AD
192.168.100.100

- Jul 02 2023, 04:24:00 PM Brute Force Host Login Success Credential Access 192.168.68.74 . Active Open
User: Administrator

Copyright ® 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637
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Al/ML BB DTHEESE, & MITRE ATT&CK BRIER, FAREHESRINEEMERIARRS

anwsi miree [ERGaoi

ﬁ(, @ EEE .
FortiSIEM #{30R22

1o BEFE T

© A B & &

B &guE i= List « 12 [ 34T L £RZ 54T # UEBA MITRE E%{Eiﬂjﬁj%m{— Status: EEE(F v O BE[#iE: Last2 Hoursy @«
= E [+ ] \I :|:I n g njﬂE
. e g |- 1-] b 4 1]
Tactics: £33~ ... EE?‘&E‘ éFamEb'ﬁ e 10
B Reconnaissance Initial Access Execution Ei::l‘aliigoen 232‘:?:: Cr::::stslal Discovery Mlc;\al:?r::lnt Collection Con-lcr::?ill\nd Exfiltration Impact

w2k12r2-ad °® ‘ . 3 °® ® . .

aba ® 2 6 ) @ o 3 @ 1 1

FDC-Decoy-WIN7 . . .

WIN10-Loco . . .

211.141.78.56 1 1 1 1

195.211.29.229 3

www.abcd.z2.dcal.com WIK1 ERI AD .

www,xyz.z1.dcad. com User: administrator °

271 296 172 < Target User: Administator

Persistence Incidents for w2 1/1 12
e Windows User Created
ﬂﬁ v iR —REAE BBl it =L =) HERELRE fig R E R R
W2K12R2-AD
- Jul 02 2023, 03:23:00 PM Windows User Created Persistence g:fgr;tasl;::'lsizrj:?r:istator Active Open
W2K12R2-AD
) . User: administrator .

- Jul 02 2023, 03:23:00 PM Windows User Account Enabled Persistence Active Open

Copyright ® 2022 Fortinet, Inc. All rights reserved.

Organization: Super User: admin Scope: Global

Target User: Administator

FortiSIEM 6.6.2.1637
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Al/ML BB DTHEESE, & MITRE ATT&CK BRIER, FAREHESRINEEMERIARRS

:I:*"'"}E
oS @urn  wimsn  AsEsE Erres Soos  w [REECIETHY © A 2 ©
H AR L= [=1-]
— FortiSIEM #&{aiR=S
B&B%E = List w 2 T ST 8 UEBA MITRE ATT&CK® IT: Incic E EE{E;BIJE“&FH'I]E%% Status: BB v  'DESMIFIE: Last 2 Hoursy @+
»
. I fufc
s £+ | @ o BIABIESEEEE L
o . o . . P g Defense Credential : Lateral : Command And q .
S Reconnaissance Initial Access Execution Persistence Evasion Access Discovery Movement Collection Control Exfiltration Impact
w2k12r2-ad ® . 3 [ L 3 .
lafir @ 2 3 2 o o 3 o 1 1
FDC-Decoy-WIN7 . . .
WIN10-Loco . . .
211.141.78.56 1 1 1 1
195.211.29.229 3
www.abcd.z2.dcal.com .
www.xyz.z1.dca0.com .
2741 27Q 177 AA
Privilege = 1/1 5
B 2l i WS ini o - e - N
Bt Windows: User Added to Local Administrators . . H — P ——
W2K12R2-AD
- Jul 02 2023, 04:25:00 PM Windows: User Added to Local Administrators  Persistence,Privilege Escalation,Defense Evasion... $asregr;ta3ls]2:'ls:¢r:lar|:?r:istator Active Open
W2K12R2-AD Object Name: CN=Administrators
. . ips - . . User: Administrator CN=Builtin .
- Jul 02 2023, 04:24:00 PM Group Policy Object Modified Privilege Escalation,Defense Evasion Sremeine SE (el - Active Open
Copyright ® 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637
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Al/ML BB DTHEESE, & MITRE ATT&CK BRIER, FAREHESRINEEMERIARRS

ﬁ(. @ EEE MRS 0 ASSSE 0 ERTEE  SCMDB M EEE =T 08 A5EE ﬁﬂl&% e A a &
= FortiSIEM #{31AR
BB 4 = List v 2 i MBSl 8 UEBA MITRE ATT&CK® IT: Incident Explorer v 10 EEE%%‘E;;“EMEJHEEE BRI Last 2 Hoursy @~

Tactics: 223 v PR . Hﬂ*ﬁﬁ?&@?ﬁﬂ@ (LA 10

Privilege Defense Credential
Escalation Evasion Access

w2k12r2-ad °® . ‘ . 3 °® ® . .

laba

Command And
Control

Lateral

Movement Exfiltration Impact

B Reconnaissance Initial Access Execution Persistence Discovery

o 2 6 y) [ ) . 3 @ 1 i

FDC-Decoy-WIN7 . . .

WIN10-Loco . . .

211.141.78.56 1 1 1 1

195.211.29.229 3

www.abcd.z2.dcal.com .

www.xyz.z1.dca0.com .

2741 27Q 177 AA

W2K12R2-AD
cotlet] ) sent FIM: Wind Fil Direct Created o File Name: c:\Windows\Temp\87b1-87f599f04a15.gzip [/
— Agen : Windows File or Directory Create User: Administator
T i MR
q q q q W2K12R2-AD . . . )

- Jul 02 2023, 05:12:30 PM Agent FIM: Windows File or Directory Created Impact,Collection 5 T —— File Name: c:\Windows\Temp\87b1-87f599f04a15.gzip  Active Open
Copyright ® 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637
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Al/ML BBHf S

HEALSEE  %E MITRE ATT&CK STiE2D

R T BRI R FTRRRIARRE

) _ . o B AN ;"‘"*J ®
oS @ ERE W EEST M EEEN EORCEE  SOMDB  WEREE ST 0 RMER an < B s ®
H 4
FortiSIEM {SHIZIF
BB &g i= List » 2 @& i Ll S22 53 iy & UEBA MITRE ATT&CK® IT: Incident Explorer = S15E N ®~
| i DY -,
A DGA EEZRR
Tactics: - ) BiERE
actics: £ v R %miﬁg*ﬁ' .%7 ™™
o . . . . Privilege Defense Credential q Lateral . . .
S Reconnaissance Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration
w2k12r2-ad °® . ‘ . 3 °® ® .
lafir @ 2 3 2 o o 3 o 1 1
FDC-Decoy-WIN7 . . .
WIN10-Loco . . .
211.141.78.56 1 1 1 1
195.211.29.229 3
www.abcd.z2.dcal.com .
www.xyz.z1.dca0.com .
2741 27Q 177 AA
Com| . . - 171 2
Dynamically generated host name: malware likely
TS N I LTI S A A B Y g = ey
= — s — SR - B eI EEHERE RN
- Jul 02 2023, 05:12:30 PM Dynamically generated host name: malware likely Command And Control 192.168.100.100 www.xyz.z1.dca0.com Domain Name Entropy: 3.69 Active Open
- Jul 02 2023, 05:12:30 PM Dynamically generated host name: malware likely Command And Control 192.168.100.100 www.abcd.z2.dca1.com Domain Name Entropy: 5.21 Active Open

Copyright ® 2022 Fortinet, Inc. All rights reserved.
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po @ s MBS A STER O WORLEE  SMDB W EEE =S IfF 08 RGEM SRR

FortiSIEM #{tiR28#8

$HFEE 10C BRE, (& >
Tactics: 27~ TR '”J:I:ugj CZ mlﬁgl\‘sﬁﬂ

BB &% = List v 2 @feath W RS & UEBA MITRE ATT&CK® IT: Incident Explorer v S E-

o q o q q Privilege Defense Credential . Lateral q Command And

S Reconnaissance Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Control Impact
w2k12r2-ad ® . ‘ . 3 o o E
laba

1 1

2 6 y) [ ) . 3

FDC-Decoy-WIN7

WIN10-Loco

211.141.78.56

1 1 1 1

195.211.29.229 3

www.abcd.z2.dca1.com 2

.xyz.z1.dca0. . . . .
wewzetdcet-cont Traffic to FortiGuard Malware IP List Sent Bytesé64: 4.91 GB
2741 27Q 177 AA
Exfiltration Incid 3
——

e Large Outbound Transfer 195.211.29.229 Sent Bytesé64: 4.91 GB
}rﬁ I EREBERET o s S K1 il E KRR
[AEHI  sutoz 2023, 05:12:30 PM Traffic to FortiGuard Malware IP List Exfiltration 192.168.100.100 ™= 195.211.29.229 Active Open
[EESRl ulo2 2023, 05:12:30 PM Large Outbound Transfer Exfiltration 192.168.100.100 == 195.211.29.229 Sent Bytesé4: 4.91 GB Active Open
EEER 0z 2023, 05:12:30 PM Large Outbound Transfer To Outside My Country  Exfiltration . 192.168.100.100 ™= 195.211.29.229 Sent Bytes64: 4.91 GB Active Open

Copyright ® 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637
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ﬁ(. @ G MRS A AEEHK 0 EORLCEE  SCMDB W EEE = IfF 8 A4El i%ﬁﬁ%?%

— FortiSIEM #{3RRER
BH:HEHIZNEIREEHE
Tactics: £ v FIERH. . ﬁ?&ﬂﬂ“l}%

B &S0 i= List - 2 [ ST Ll 222 45 fiy & UEBA MITRE ATT&CK® IT: Incident Explorer v S aE Status:

B Reconnaissance Initial Access Execution Persistence E':'::Iialiﬁ,en 232‘:?:: Cr::::stsial Discovery Mlc;\al:?r::lnt Collection Con-lcr::?ill\nd Exfiltration
w2k12r2-ad °® . ‘ . 3 °® ® . .
lafir @ 2 3 2 o o 3 o 1 1
FDC-Decoy-WIN7 . . .
WIN10-Loco . W2K1 ZRZ‘AD
File Name: c:\OA\JhEE g E:tEHEH . txt
« . . E == R = I
HTA8178:56 1 1 User: Administator
195.211.29.229
www.abcd.z2.dca1.com W2K12R2'AD F]Ie Name: CZ\OA\EL#}?%Q*&J{J“
www.xyz.21.dcad.com User: Administator Process Name: C:\Program Files\Windows NT\Acc...
p— i i ) W2K12R2-AD File Name: c:\OA\/\ 5] Q1848 €830 8% . rtf
Agent FIM: Windows File or Directory Deleted . oy . : :
BEE o User: Administator Process Name: C:\Program Files\Windows NT\Acc... |
gl !
. . ) . W2K12R2-AD . . .
- Jul 02 2023, 05:12:30 PM Agent FIM: Windows File or Directory Deleted Impact,Defense Evasion N User: Administator File Name: c:\OA\JE fhisEEtEE txt Active Open
- Jul 02 2023, 05:12:30 PM Agent FIM: Windows File or Directory Deleted Impact,Defense Evasion h oo \L/vaZ:r‘I'zfdzr-nAi[r:istator Eirljc::sm:;r:;\'oé}\%igﬁ%lﬁ;ifif\;\;it:dnws NT\Acc Active Open
- Jul 02 2023, 05:12:30 PM Agent FIM: Windows File or Directory Deleted Impact, Defense Evasion b &o \L/vaz:rll'z:dzr-nAi:istator E:I:C::Sm:;r::?é}\%j;;i?ﬁ%fj?ﬁ;ﬁ NT\Acc Active Open
Copyright ® 2022 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global FortiSIEM 6.6.2.1637
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Fortinet SecOps 1 {EEEFhEI B BB &b (SOAR)
FortiSIEM BEZ R F B gl EEIE ~RE -- 3535~ 2inmn B 2 fe skl B 28T

.|.a. =ty

Rty nﬂﬁnﬂ
AD / RADIUS

N, /|
. Internet “\ . Firewall / UTM 7 Switch / AP
~ e - . » e 4B SRR == - - ...;. s /E/\ﬂﬂﬁﬁﬁ'ﬂﬁﬁ

- EREREAEN »wﬂr\ i
I Syslog / SNMP r

[
W
Syslog APl / CLI : @B FE I
IR :
| S (;') |
I °
ElFortiSIEM ¢ - | e |
éf%{tl:ﬁ*ﬁ 2 \' ;E i . I Service Unavailable! I
API @ I [
_________ 4
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ForUSIEM EEERT Al HE
LR IPS SES4EHES

Jqf; FortiSIEM

@ B=h e BRSO AE

A=fipzal

B3

O RTEH £ CMDB

= EX

e —

—3

o] (R 3E ?

BY IPS N EHIR(HIES

Ll E7EEE

= TfF

% RREE

laa Search @ Machine Learning [ Investigation
@EHE v i [1] EHMEEAR 10.200.250.254
B @ -
JEE i #E 4 5% 10.200.250.254 - Last 30 Minutes*
50
40
30
20
10
. N - T
Feb 16th, 2024 20:06 20:09 20:14 20:19 20:24
BT S AEE O sshiars #117 Playbook ETEES
Event Receive Time Reporting IP Event Type Event Name User Source IP
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-ips-signature-32587 FortiGate-ips-signature-325... user) == 168.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-Generic Generic FortiGate Event user = 178.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-webfilter-url-firewal... The URL belongs to a denie... user3 = 168.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd 171.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-auth-successful FortiGate Authentication su... user L | [
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd == 170.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd == 174.10.199.186

@O AL
=~ Q#HfF § Table v 15m 1h 1d 7d 30d 3&
> [El=%, COUNT(Matched Events) ~ [~ | |a
= - = = - - = -1 = = - = = - = - 1
20029 20033
M< 50~ 2/3 132 > M

Raw Event Log

<185>date=2024-02-16 time=20:08:27 devname="CoreFW" d..

<188>date=2024-02-16 time=20:08:27 devnam

<188>date=2024-02-16 time=20:08:27 dev

y
<190>date=2024-02-16 time=20:08:27 devi, < e="CoreFW" d..
b
<189>date=2024-02-16 time=20:08:27 devname="CoreFW" d..
<190>date=2024-02-16 time=20:08:27 devname="CoreFW" d..

<190>date=2024-02-16 time=20:08:27 devname="CoreFW" d..

"CoreFW" d..

CoreFW" d..



ForUSIEM EEERT Al HE
LR IPS SES4EHES

A=fipzal

= EX

e —

—3

o] (R 3E ?

BY IPS N EHIR(HIES

Jqf; FortiSIEM

@ B=h e BRSO AE

B3

O RTEH £ CMDB

Ll E7EEE

= TfF

% RREE

laa Search @ Machine Learning [ Investigation
@EHE v i [1] EHMEEAR 10.200.250.254
B @ -
JEE i #E 4 5% 10.200.250.254 - Last 30 Minutes*
50
40
30
20
10
s e —— R - - T
Feb 16th, 2024 20:06 20:09 20:14 20:19 20:24
BT S AEE O sshiars #117 Playbook ETEES
Event Receive Time Reporting IP Event Type Event Name User Source IP
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-ips-signature-32587 FortiGate-ips-signature-325... user) == 168.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-Generic Generic FortiGate Event user = 178.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-webfilter-url-firewal... The URL belongs to a denie... user3 = 168.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd 171.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-auth-successful FortiGate Authentication su... user L | [
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd == 170.10.199.186
Feb 16, 2024, 08:08:28 PM 10.200.250.254 FortiGate-appctrl-ips-pass FortiGate appctrl ips pass userd == 174.10.199.186

@O AL
=~ Q#HfF § Table v 15m 1h 1d 7d 30d 3&
> [El=%, COUNT(Matched Events) ~ [~ | |a
= - = = - - = -1 = = - = = - = - 1
20029 20033
M< 50~ 2/3 132 > M

Raw Event Log

<185>date=2024-02-16 time=20:08:27 devname="CoreFW" dig
<188>date=2024-02-16 time=20:08:27 devr [F show Detail

<188>date=2024-02-16 time=20:08:27 devr © Fortinet Advisor
<190>date=2024-02-16 time=20:08:27 devname="LorerWw" d...
<189>date=2024-02-16 time=20:08:27 devname="CoreFW" d...
<190>date=2024-02-16 time=20:08:27 devname="CoreFW" d...

<190>date=2024-02-16 time=20:08:27 devname="CoreFW" d...



FortiSIEM &8£I Al %1 21 IPS WEEHIRHEE

as Z2MTLAN IPS EHFHE - WS E

© Fortinet Advisor M x

Fortinet Advisor @ reb 16 2024, 07:55:23 PM

Any information submitted to Fortinet Advisor may be submitted to OpenAl.

Fortinet does not verify or correct the responses received from OpenAl and has no
responsibility for them. You must exercise discretion and independently verify any
information or recommendations you receive from OpenAl before relying on them.

[ Make sure you have entered ChatGPT Key in Settings > Analytics > ML / Al > Fortinet ]
Adyvisor.

To start, select one of the pre-selected questions or type fh your own question.
Fortinet Advisor can answer generic questions about FortiEM installation and oper-
ations, create a report, analyze a log or an incident and pjovide recommendations.

RIRSEEISEEES ChatGPT RIETE FortiAl 9

Type in your question and hit enter or click send. Press UP key to show all pre-selected questions.

Ly |
L Jd



ForUSIEM n|:||:|$5(-,_t Al HEZR IPS WEEHIZHES

AMLLN IPS SHHF - WEFFIEEE ?

© Fortinet Advisor B x

=SS = SoEScoss=osoD; S8 SIIssaso 5SS ccITSC —ooDs SSo= Sesos oSS o= core=o(F =ss=ocssgy @ Ssoag

any information or recommendatlons you receive from OpenAI befare relying on
them.

Make sure you have entered ChatGPT Key in Settings > Analytics > ML / Al >
Fortinet Advisor.

To start, select one of the pre-selected questions or type in your own question.
Fortinet Advisor can answer generic questions about FortiSIEM installation and
operations, create a report, analyze a log or an incident and provide recommen-
dations.

Action ¥ © Feb 16 2024, 08:36:16 PM  You

=R DT 2 F iR AN a7 "<185>date=2024-02-16 time=20:08:27
devname= CoreFW" devid="FG5H1E5818902695" eventtime=1708085307691569100
tz="+0800" logid="0419016384" type="utm" subtype="ips" eventtype="signature”
level="alert" vd="root" severity="high" srcip=168.10.199.186 srccountry="United
States" dstip=224.141.85.77 dstcountry="Reserved" srcintf="port9" srcintf-
role="undefined" dstintf="ASE_FGVM" dstintfrole="undefined" sessionid=50000 ac-
tion="detected" proto=6 service="HTTP" vrf=32 policyid=0 attack="test_attack” sr-
cport=50000 dstport=80 hostname="host2" direction="N/A" attackid=32587 pro-
file="sensor" ref="http://www.fartinet.com/ids/VID32587" user="user5"
group="group1” incidentserialno=0 crscore=30 craction=8192 crlevel="high™

<

Type in your question and hit enter or click send. Press UP key to show all pre-selected questions.

Ly |
L Jd



FortiSIEM ,“n.:&ﬁx‘t Al HEZR IPS WEEHIZHES

ra 2MTLAR IPS SHHE - WEHFRIWEEE ?

© Fortinet Advisor | X

To start, select one of the pre-selected questions or type in your own gquestion.
Fortinet Advisor can answer generic questions about FortiSIEM installation and

Fortinet Advisor @ reb 16 2024, 08:36:25 PM

Ee—ESREMR AN ES M WERYIEE 2 test_attack” » INEERF X FRIIP
Hidk o IEBEHIRE MRMA E@EVIPHIE « AIRERERE » RA T &1 A2 Wi g
AT LR o BB ITIL RN IRER fE e fE T (L I EE o IR IIEEET K ARAREY » SPEEINEENR
IPHi ik S J B — DI T T EETIR

group="group1” incidentserialno=0 crscore=30 craction=8192 crlevel="high™"

Fortinet Advisor @ reb 16 2024, 08:36:25 PM

ER—ESBREMR A BIES M MBI E test_attack” » B HF = FHIIP
it - WEERE MR EEEIPHLL o RIREREE - AT ERE TR IE
BT T o FIREIL IR RS R PR IR > RN InBERG AR AR R » SRITEE R
Pk S E A E— PR E B EIR

Type in your question and hit enter or click send. Press UP key to show all pre-selected questions. -



FortiSIEM & a2 Al 5T/ IPS MESHIRHER

Fortinet Advisor BB EZBRKER - REMBENAINE

ﬁi- FortiSIEM B ESE WERAT ASZEA EETEE SMB  WEEE ST € AGEE PoO0ABEA

4a Search © Machine Learning M Investigation

QEE ~ § [1] FEEMEEAES 10.200.250.254 X [2] FortiSIEM ChatGPT Queries X

= @~ =~ Q#i3 § Table~v 15m 1h 1d 7d 30d 3=
FortiSIEM ChatGPT Queries - Last 1 Hour* J» e [E]3= £, COUNT (Matched Events) ~ 22 e |
q
t T T T T T T T T T T T T 1
Feb 16th, 2024 19:43 19:47 19:52 19:57 20:02 20:07 2012 2017 20:22 2027 20:32 20:37 20:41
O =@ #77 Playbook ETEESR 50~ 1/1 6
Event Receive Time Query Data Token Count Price Raw Event Log
Feb 16, 2024, 08:36:24 PM B9 AT B it - BEsESeh-- 4,544 0.01 <14>Feb 16 20:36:24 fsm-super172 phGenerativeAl: [PH_AUDIT_GENAI_USER_QUERY]:[evegiSeve...
Feb 16, 2024, 08:30:28 PM B4 AT B 3 - B &858 6,206 0.02 <14>Feb 16 20:30:28 fsm-super172 phGenerativeAl: [PH_AUDIT_GENAI_USER_QUERY]:[ eve...
y
Feb 16, 2024, 08:20:00 PM GESR LT Bt » HEESEh-- 4,789 0.01 <14>Feb 16 20:20:00 fsm-super172 phGenerativeAl: [PH_,.i\UDIT_(SENJ\!\I_U!‘SER_QUERY]N\\m ntSeve...
Feb 16, 2024, 08:18:29 PM GEAREUF H g e shIki... 4,055 0.01 <14>Feb 16 20:18:29 fsm-super172 phGenerativeAl: [PH_AUDIT_GENAI_USER_QUERY]:[eventSeve...
Feb 16, 2024, 08:16:45 PM FEAafR BUF H 3 G shFtin... 4,008 0.01 <14>Feb 16 20:16:45 fsm-super172 phGenerativeAl: [PH_AUDIT_GENAI_USER_QUERY]:[eventSeve...

Feb 16, 2024, 07:58:02 PM AT LU HEE o ek 10,893 0.03 <14>Feb 16 19:58:02 fsm-super172 phGenerativeAl: [PH_AUDIT_GENAI_USER_QUERY]:[eventSeve...



FortiSIEM & a2 Al 5T/ IPS MESHIRHER

Fortinet Advisor ErEIFERZBRER - REKSEAINE

Iii' FortiSIEM @ ESE W EBST ASTHE BWRIEE SMDB WEEE =T 08 A5ES POoOO0AELG
. Event Details X
Action ¥ ¥LLIFR log & © reb 16 2024, 08:36:16 PM  You
e o o FOTtAI ERMREHFAOER
[~ o 4 L O
§§%$EIJTE§£ ’ gnn%;ﬁﬁgnfjﬁfi-) "<185>date=2024-02-16 time=20:08:27 Lype= lt].u.nl SUDLYPE= 1Py EVETNILLYPES SIZNALUre EveL= dleil VU= F2M_1LDLIY.5 | 3FOM_UY 150 | YUY |
devname="CoreFW" devid='"FG5H1E5818902695" eventtime=1708085307691569100 severity="high" srcip= FSM_7653F5M_091361909113589 srccountry="United States" dstip=F5M_2442984846
5 h o - - - N g = dstcountry="Reserved" srcintf=' FSM_1FSM_091361909137742315" srcintfrole="undefined"
tz="+0800" logid="0419016384" type="utm" subtype="ips" eventtype="signature q  dstintf={FSM_3853131513' dstintfrole="undefined
level:"alert" vd:lroot' Severity:‘high- Srcip;‘l 68.10-199.186 Srccountry:‘United sessionid=5 FSM_0913619091FSM_0913619091FSM_0913619091FSM_0913619091 action="detected" pr0t0=6
- e s = s 5 - - g service="HTTP" vrf=32 policyid- FSM_0913619091 attack="test_attack"
States” dstip=224.141.85.77 dstcountry="Reserved" srcintf="port9" srcintf- srcport=" FSM_0913619091FSM_0913619091FSM_0913619091FSM_0913619091 dstport=8FSM_0913619091
role="undefined" dstintf="ASE_FGVM" dstintfrole="undefined" sessionid::50000 ac- hostname='FSM_8332FSM_0913619091FSM_09136190911685 direction="N/A" attackid=32587
tion="detected" proto=6 service="HTTP" vrf=32 policyid=0 attack="test_attack" sr- E::';'},E;Sﬁ;fﬁizﬁZE;T;?:SE;:UE;;Z:ZUF;::'S}G;S?FSM—ON3619091F5M—0913619091361?
cport= 50000 dstport =80 hostname="host2" direction="N/A" attackid=32587 pro- group="FSM_75FSM_0913619091FSM_09136190912529FSM _09136190914" incidentserialno -FSM_0913619091
file="sensor" ref="http://www.fortinet.com/ids/VID32587" user="user5" crscore=3FSM 0913619091 craction=8192 crlevel="high™}
roup="group1' incidentserialno=0 zrscore=30 craction=8192 crlevel="high™ i
group= "group g _  Event Attributes F t.AI Eéﬂﬂtﬁ‘rﬁ# F&. P
e — ortl — A ) EJ'_‘“E (LY b - 24
s o soxra X ines:
REHESEMAINE
O s=@mas  #iTFPlaybook  ETIEED phpl Al L
Collector ID 1
Event Receive Time Query Data Token Count Price U U orecar
O O Count 1
Feb 16, 2024, 08:36:24 PM GESRDT G HeEEsh. 4,544 0.01 O O Device Ti S 5 IR @ReTen B
evice Time e 5 , 08:36:
Feb 16, 2024, 08:30:28 PM AT HGE  AeEEsh.. 6,206 0.02 o o Event Ib 621637486311086352
ven
Feb 16, 2024, 08:20:00 PM %, EEEELE. 4,789 0.01
© ! ’ BT HE FamEh ’ D D Event Name FortiSIEM sent Generative Al Query to ChatGPT
Feb 16, 2024, 08:18:29 PM sGNNI H S BEHN..  4,055 0.01
D D Event Parse Status 1
Feb 16, 2024, 08:16:45 PM SEAMRLIT i HEFH.. 4,008 0.01 O O Event P N S R
ven arser Name en arser
Feb 16, 2024, 07:58:02 PM 3, JpaEE . 10,893 0.03
0 10, 2055 AT HaE TRl ’ O Event Receive Time Feb 16, 2024, 08:36:24 PM
1 1 Event Rule Tricoer 1
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ER
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NG = o
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e Fortinet w . (7]
EASM R 2o i \ \ FortiSIEM /4
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FortiINDR Sniffer Mode, Malware Detection
mEEERERET (FTP Traffic)

*am-Fﬁﬂ H‘IFﬁ{ﬂ“ﬁ"_
{3 Z FortiNDR 73#7

sniffer 57’,4N
NGFW B X iE Switch

: FortiNDR $#I 2 ERE
FortiNDR PEBEENDES LAN-A
| ANN 228 547 T

Switch

{EFA&EZE FTP Server F
HrEAEREREXMNESE

FTP Download

B switches SPAN %2 Z FortiNDR

Bf K i SRW B Kiid
%Iuj
=
- e |
FTP Server 2mBHIER LAN-B
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FortiINDR Sniffer Mode, Malware Detection

=B I E IR T (FTP Traffic)

/)|LE F|icy
FortiNDR FOENDR S il
/\ll_a\ll_.\nm_l_/
R TR — ANN 851
{3 Z FortiNDR 347
NGFW B i S
Sample 6 - - Information View

2022/11/26 19:21:55

Sample Information

@VSAVerdicl',{ritical R|/I
v Submitted Date

\/
R R t?;E%HJEE{EiﬁﬁWEf—?é.‘ Ransomware K&
it 27595, 5% K9 5 E (1B 8 =)

2022/11/26 19:21:30 LastA
File Size 5064980(4.8 MB)

Ransomware
WannaCryptor REIEE
A9992CE4ES188EACTSETB14262C8BEASABCBDICD B
Ransomware
1s Famil WannaCryptor
CoinMiner

W32/Filecoder_WannaCryptor.D!tr.ransom

ed to block access to a computer system
Device Type Sniffer

A type of malicious Yoftware desig
until a sum of moneWs paid.

10.2.2.1: 445 (Microsoft-DS)

10.0.0.2: 49913 (Private port)

Confidence level :

History
© Q Searct

Date & MD5 = File Type = Detection Name = Device Type = VDOM = Attacker 5
2022/11/26 19:21:30 28BB6CTTIE3ITBFSCCOGABIFFCIADACIE PE 8 w3az Filecoder_ WannaCryptor.D!tr.ransom Sniffer 10.0.0.2

333

Detection(s)

Feature Type

Victim =

10.22.1

+ Add to Allow List

310
23

B Generate Report =

Feature Composition

B Ransomware GID
(23]

B CoinMiner

Appearance In Sample $

View 2

95.5

Risk &

Confidence =
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FortiINDR Sniffer Mode, Malware Detection
TR E IR (FTP Traffic) + 4 _FENESMEEME T (2 NGFW)
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FortiEDR BIESPAETINEE

[ vM_clean_win10

~

= | Temp
B= 8 HA 2

« v > i » TEBE(C) » Temp w

¢ mEER
Trz, :f . | ChromeSetup.exe.locked 2oz EEEE
3 ?Eﬁ | Collectorinstallerf4_4.1.0.111_Fortinet_Demo_ EMEAFortinet_Demo_ APACTW.MS| locked 202
N | How To Unlock Files - £ =& = O *
- . a ab | |a=e sme 20 wsv =@
) =; *Eﬂm Fortl ED R {%E%I}J Ba Eeeelts | ALL YOUR FILES ARE ENCRYPTED !!!
"V EE LSHTETTT=N 7Y
= B Fileless Hgﬁﬁgﬂgﬁ%ﬂk:ﬂ ° Tour fileg are encrypted by BSL 2048, wou are not able to decrypt it by vourself!
_ 2T =2 o VTR . . . .
@ OneDrive Told wour CEQ/CTC or whoever in charge write ug email to restore your filesm.
B F g* , Y ESTRTEE |
WE WILL CNLY EEEP YOUR SECRET KEY FORE 5 DAYS, S0 DON'T PULL TIME, WAITING YOUR EMAIL.
HZ2

Enail address: A4leksanderEmelianenko@protonmail.con
Regerved email: AlekzanderEmelianenko@tutancta.com

SIS
Fawedulll [Tour personal ID:

TclE100ZTGdw9eRu04PBz 0T vzvnncLhZBLELZ/ k 1 SRFn2642G02Pavhk/bGC I bARF cxi 41FBQE K
dR=JdboF4dBafSUZY froshk4TkChnZi i 5SCOGT i bV 3KoxV0utDv 1 BF 2k 3K TevEEPq+K8R+4t jepn
=| pxONI 7R 0216+4LH¥S 1 edFESSpEATkpRoh/ A ull [wdV3SFE cugB0De x 11863B6PoeClvqdT/ 22%()
cH776RATpx0p2qF jOH2n 194+5H IEHS/ 2C600Dr TG axctan/ odvLat+e+MeLEERDERZ/ BOT z5+ 9hEP

,ﬁﬁ&lﬁ Hp=Fg71C22kEzeR 16DEW 2 nf IN 1w pNSeBf4Te—=

] FiEIF FortiEDR {R:EIN&EE
wiis | Fileless $1ZZERESRYRRIAN -
B REY show $IZENERE

=1 0=18 100%  Windows (CRLF) UTF-8
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FortiEDR BESPAzEINEE

F::iRTINET

Blocked process powershell.exe (FID 906073

Contact your system administrator if a trusted
application 15 blocked.,

SIS EATE FITE =R - SETea s
RIS S -

Got It
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FortiEDR BDHSPHGEL

HFAE X | 2% Dashboard X ‘ O 49997 - EEMX130 X | 82} Learn moreabout For X | #2% Fortinet S5O X ‘ FiaE x @ Fortinet - Fortinet De. X + - X
&« C (¢ & fortinetdemoemea.console.ensilo.com/#/event-viewer e % @ N » @ :
i ERES TW SE Lab Machine Fortinet FortinetZm FTNT SE Bookmarks & VirtualBox Zg m... E Fortinet B#=&... . MEEWIndows=E... 10 HEEEEEEE.. Ak BEAERGEEE-£E. »
-
- DASHBOARD E\rENTVlEWER@ FORENSICS ™ COMMUNICATION CONTROL % @ SECURITY SETTINGS W INVENTORY o ADMINISTRATION @ [ ] Protection v
EVENTS El ] Search Event *Q || CLASSIFICATION DETAILS
A e Handle Event Delete Forensics =: Exception Manager
D DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED LAST UPDATED ACTION
£ Suspicious Femminer
4 3424973 @ DESKTOP-UAAD2CG powershell.exe ﬁ Suspicious File Write Access  09-Sep-2020, 11:25:53  09-Sep-2020, 11:26:03 @
on Threat name: Unknown
mm User DESKTOP-UAAD2CG\admin Certificate: Signed Process path: C:\Windows\System32\Wind PowerShell\wl.0\powershell.exe Raw data items: 1 Threat family: Unknown
RAW ID DEVICE DESTINATION FIRST SEEN LAST SEEN USER! COUNT Threat type: Unknown
1662595536 DESKTOP-UAAD2CG File Write Access  09-Sep-2020, 11:25:53  09-Sep-2020, 11:26:03 TOP-UAA
History
F Suspicious, by FortinetCloudServices , on 09-Sep-2020, 11:26:02
v ADVANCED DATA N
ENEMZERF (userinit)  ZIEE2E (expl ) SEEEE =0 (W: P hell
userini '=' °
-
: F mlcdma(explorer.exe SRS EINE T, (W1: Powershell)

g explorer 11T f5ic Powershell #i4T

5 Create 6 Create

Process

Process
userinit.exe

explorer.exe

(+]-]

e ) Fortinet - Fortinet ...

@ 3 . Fortinet

X3 2020 Q3 APAC Pri...

EESIES EEAVA:

rtiEDR {E&REE

&

7 Write
File Encryptor

Process
powershell.exe

; | @ Block o
) I FEIRTINET

®@0O®

ChromeSetup.exe

"g Clean_Win10_EDR...

Q)' ZhongYou Virus Bl...

T<F 0530

™
D w = 2020/9/9

B
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{£ FortiEDR HiZg LS EEZ2EHENHER FortiGate BHNIIE

B R
=-= Default v DASHBOARD EVENT VIEWER @ FORENSICS Vv COMMUNICATION CONTROL Vv e SECURITY SETTINGS Vv INVENTORY Vv ADMINISTRATION ! [ ] Protection v admin Vv

L CONNECTORS

ORGANIZATIONS
@ Add Connector ¥

USERS s
v =) Firewall : FG-60E_SSL

DISTRIBUTION
LISTS Firewall Enabled v/

On-premise Core | fedr-core: 60.250.130.70:555 % +
EXPORT
SETTINGS N

Details Actions
TOOLS Name |FG-60E_SSL Type | FortiGate +| Host [60.250.130.70 | Port [20443 | Block address on Firewall Address group [FEDR Blocking \

15 B RRO TR AR P A B K
EVEROS ke (B | BE }EH m %

%38 AP| B8l FortiGate BiX i& @ |

INTEGRATIONS

r 1 1 q o
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ERXHHETEBBREHHENE

AR B
- DASHBOARD EVENTVIEWEko FORENSICS Vv COMMUNICATION CONTROL v @ SECURITY SETTINGS WV INVENTORY Vv o ADMINISTRATION @ [ ] Protection v kmyang v
Showing 1-4/4 =
EVENTS El | Search Event *Q || CLASSIFICATION DETAILS
B Export ~ ': Exception Manager
v All ID DEVICE PROCESS ¥ CLASSIFICATION DESTINATIONS  RECEIVED LAST UPDATED
powershell.exe (1 event) EVENT ID 335899 * Malicious 29-Mar-2021, 19:48:54 sy
¥ Malicious remriner
P 335899 @ WIN7SP1-192 SQBFAFgAIAACAE4AZQ... ¥ Malicious 185.199.109.133  29-Mar-2021,19:48:54 29-Mar-2021,19:4854 @
Threat name: Unknown
D :: User: WIN7SP1-192\TestWin7 Certificate: Signed Process path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Raw data items: 1 Threat family: Unknown
Threat typey) 0 » o ===
ed01lebfbc9ebSbbea545af4d01bf5f10716618404... (1 event) ¥ Malicious 29-Mar-2021, 18:57:34 EFJE(DR Eiﬂﬁm FGT ﬂgﬁ%%,§‘
ke el oo
cloudnet.exe (1 event) * Malicious 29-Mar-2021, 19:07:... History .%EI.‘IIE IP HABE;EI%8§
S.exe (1event) ¥ Malicious 29-Mar-2021, 19:07.... & Malicious, by FortinetCloudServices , on 29-Mar-2021, 19:49:17
o |P185.199.109.133 was added to malicious IP addresses on firewall FortiGate
FG-SE_Lab
< ADVANCED DATA
Event Graph  Geo Location
Y
EES Cmd IF0Y Powershell Powershell EialigiRaE SRl
ZIHRTE Cmd 2K IP_185.199.109.133

1 Create

Process

Process
cmd.exe

explorer.exe

@ Block
FE:RTINET

3 Connect
Suspicious Application

2 Create

|
|

Connection
185.199.109.133

© Fortinet Inc. All Rights Reserved.

Process
powershell exe

49



B2 R A 2 ASRh S RE 7]

° s —_—r ke Sis (=] -
Kig L BEnSESAES L IP A XIGEEER
f£ FortiGate BENiIIS SRORES AR, IP mPHiE RS
Name Details Interface Fabric Sync Type Ref.
&% Bonjour 224.0.0.251-2240.0.251 undefined Multicast A.. 0
&% EIGRP 2240.0.10-224.0.0.10 undefined MulticastA.. 0
&% OSPF 2240.0.5- 224 Address I8 FortiEDR_185.199.109.133 undefined Multicast A.. 0
&k all 224.0.0.0-239| Type IP Range undefined MulticastA.. 0
8% all_hosts 2240.0.1- 224 IP Range 185.199.109.133 - 185.199.109;33 undefined Multicast A 0
Interface O any
&% all_routers 22400.2-224 © Disabled undefined Multicast A.. 0
Fabric Sync isable
E] Address Group Commens [Formeorevendaseese] |
= Demo_Malicious_IP {d FortiEDR 7| References 1 © Disable AddressGr... 1
{2 FortiEDR 9
0 FortieDR 5| ¢ Edit
I8 FortiEDR_185.199.109.133

v B% FortiEDR HEIEfRE TEHCS
v i2%% FortiEDR BIER&EK 10T/OT 2= 2 7 P AiE B ENisPh#EHIA RE
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